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Setting up ImmiAccount Multi-factor Authentication
(MFA) for users in China

ImmiAccount iR (FERXIY) SEEZIAMEE(EESE

1. Preparing for MFA SEEEIAIEAXESTIE

As Authenticator apps are not commonly used in China, the Department has included an option for
authentication codes to be received via email.

BTN A AHEFETAER, RAFIIERBIFERT ImmiAccount AR R AE FHRAHEIESIE
BRI

Users who haven’t logged in to their ImmiAccount for 6 months should log in and verify their email
address before 18 June.

7SN BRERRS ImmiAccount B, KNfE 2025 5 6 B 18 HEIERHIEIEARFE.

Sharing ImmiAccount credentials is prohibited under the ImmiAccount Terms and Conditions
(sections 5.1 & 5.6) — as authentication codes will be sent via email, each user should have a unique
email address associated with their ImmiAccount (i.e. shared email addresses are not permitted).

HR4E ImmiAccount FAFPERENN, AEAY ImmiAccount BB Z BN AR (EFREN 5.1 & 5.6
%) . WIEFBEaETHME X, 81 ImmiAccount AYFFEBRER(XAN B SAINK P RXBXAIHRFETE
WESUERS (R {ERRE—IRFEIEEATIFR) .

If your agency has been using a shared email address for multiple ImmiAccounts you should take
steps now to create individual addresses for each of your staff and then update the address in each
user’'s ImmiAccount.
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2. Setting up your MFA iREZEFEZHIAIE

When you first log into ImmiAccount on 18 June 2025 you will be advised that MFA is now required.

M 20255 6 B 18 B, HEFEIRZIHER ImmiAccount B, GRS RNIBEHITIAL.

There are three options:
1. l'am new to this and need to install an Authenticator app
2. | already have an Authenticator app

3. Help — I need another option
RESTIH=MAIESR:
ENRIAIE, HBREIAUEN R
BEEINIER B
Rl - RREEMIAIEST

Users in China should select Help — | need another option (option 3) and click Next:

FEAY ImmiAccount FIFROEIFIET 3 “BEHE - REEHMIANEAR HRtT—5

ImmiAccount

Setting up your multi-factor authentication

Multi-factor authentication (MFA) gives you an extra layer of secunty and keeps your personal information secure from cybercrime atlacks and hackers.
To'set up MFA, you will need to install an aulhenticalor app on your mobile or desklop and connect your IMMNACCount 10 thes app

Once set up, whanever you log in to ImmiAccount, you will entar

+ your usemame and password
+ acode from the app.

I am new to this and need to install an authenticator app

nstall an authenticator app on your personal device (smartphone or computer)
Some free examples of autheniicator apps are Google Authenticator and Microsoft Authenticator,

| already have an authenticator app

Use an authenticator app you already have on your personal device (smartphane o computer)
Some free examples of authenticator apps are Google Authenticator and Microsoft Authenticator

e & _

Previous

Select Next on the following screen to choose email authentication:

EE T RNTAETRE T—8

ImmiAccount

Create an ImmiAccount

Email authentication is less secure
I you can't use an authenticator app, emall aulhentication is anolher way you can access your ImmiAccount But it s less secure.

Fyou choose to use email, you will be prompled to upgrade ta app authentication the next time you log in

Why use an app

We prefer you fo use app authentication as it gives you
= increased protection against data theft, cybercrime and hacking
+ fasl, reliable access, without needing to wait for an email to arrive

We will guide you step by step on how 1o set up an authenticator app.

Select previous 1o return 1o The app aulhentication of click next Lo chacse email authentication

Previous
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The email address associated with your ImmiAccount will appear in the first line (yellow box in the
example below). This is the address that your codes will be sent to.

b=, Sf& ImmiAccount IHREXRIEBFEMBIDS SIIER—T (TERGIFREESENE) . WIS
B KEESRIX MEFE.

Check the email address — if it is not correct, or you have been using a shared address and haven't
changed it, click Update your email address to make the required changes.

IS EHMEESIENR, WEEEIREEEEHEMBFERX N EE, BaE "EflpfEiL" L&
BUHRAE.

If the address is correct, click Send code. A code will then be sent to your verified email address.
HEEHUE R CIRE, iBmh RIERIER". WIEFRESLEMGF N AEE AR,

Retum o previous systam  Logout

Manage my ImmiAccount

Summary Accountdefads Email address  Password  Secrelquestions  Mulb-factor authentication  Alart preferences  Request access

Change authentication method

Email authentication

Using email authe

ation, an authentication code will be sant t each tma you log in or make account changes.
T you no longar hive access 1o your amisl, you should update wou email address

You will need 10 entier the authenbicalion code on the next screen

Note: Mults-tactor authentication through an authentcator apg s more secure than email authentication. Select cancel keep using app authentication

Open your email account and find the email containing the code.

Ensure your email provider is not blocking authentication messages (check your spam and junk mail
folders). ERGAYHFAMK,, HEIGWUEBRIENMG, BEFRINEIMESEWEERFI=& (10E
SRISIRERE) .

Enter the 6 digit code into ImmiAccount and click Submit:

7£ ImmiAccount TUEE L7/ EGIEFRBH AT

ImmiAccount

Authenticate ImmiAccount

Email authentication

AR futhistatio code his Baen #makid 19 you

Fizkds marked * mus! b completed

Enter a §-dgt auhantication cods *

raye ot recered 30 gmal O

Hyow cant acoess your emai account, £ONtact us (G060 in 3 new windo
ALpessbiy | Coovnpht & Dudamer | Onling Secunty | Bivaoy | 33075 |

The ‘Email authentication has been enabled’ screen will now display.
RABRIER "HREIIESIRETTK .
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3. Log in with MFA JAIEFIER

ImmiAccount

Login to ImmiAccount

Fialds marked * must be completed

Username * )
Password *
e
1 have fargotten my IMMIASEOUNT USErName of passwond

Create an ImmiAccount

Create an ImmiAccount to access the Department of Home Affairs’ online services

Create ImmiAccount | §

Accessibility | Copyright & Disclaimer | Online Security | Privacy

On successful login a 6 digit code will be sent to your verified email address.
BIXERN, MARFSNEBREERE, NAOHRERRIEEESRIERFEIEIL,

Ensure your email provider is not blocking authentication messages (check your spam and junk mail

folders). BERERAIEEMEREREERG=8 (HEEIIRERMY) .

Email tokens are valid for 15 minutes. I&IFFS 15 5P ARBER,

ImmiAccount

SNt MM OO it

Email authentication

An athentication <ods has been emaked 10 you
Fieids marked * must be complebed
Enler ha G-dgit auhanication cods *

Faye npf recsved an emal ©

Wy 3T @tcass your email acCount, Contact us (906RH in & i wind

Cancal Submit

Glcsssbily | Conioht 8 Discamer | Dsling Sacurty | Ervgey | 330.75 | &

Enter the 6 digit code into ImmiAccount and click Submit.

£ ImmiAccount TAEIE E7 SRS H mTHiRae.
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Successful submission of an authentication code will take you to a successful login page from which
you can move to your Manage my ImmiAccount page.

IFREMASIERE, RABaEEERAINTNHE, MESTLIEESER "EEHAY ImmiAccount”
TREINEE,

Retum to previous system Manage organisation users Logout

Manage my ImmiAccount

Summary | Accountdefails Email address Password  Secret questions  Multi-faclor authentication Alert preferences = Request access

My services
o the following Services and can request aceess to additional services from the Request accese tap.

Need to speak with someone? YIfEEEHEH)
If you are experiencing problems, contact the Global Service Centre on +61 2 6196 0196.

The Global Service Centre is available Monday — Friday 9am - 5pm (Australian time).
INREREEHBYHBENEAE, BHRELIKIRS D (BiF: +6126196 0196),
RSP ONTENEAR—ZRAR EFARET iR
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